Business Associate Agreement

This Business Associate Agreement is hereby entered into between Boostlingo LL.C (hereafter referred to
as “Business Associate) and the County of Chesterfield, Virginia (hereafter referred to as “Covered
Entity”) (collectively “the parties”) and is hereby made a part of any underlying agreement for goods or
services entered into between the parties (“Underlying Agreement”).

Recitals

WHEREAS, Covered Entity provides services to individuals which causes it or others under its
direction or control to be considered a covered healthcare component for purposes of the Health Insurance
Portability and Accountability Act of 1996 (HIPAA); and

WHEREAS, Covered Entity may provide Business Associate with certain information that may
include Protected Health Information (PHI), so that Business Associate may perform its responsibilities
pursuant to its Underlying Agreement(s) with and on behalf of Covered Entity; and

WHEREAS, Covered Entity and Business Associate intend to protect the privacy of PHI and
provide for the security of any electronic PHI received by Business Associate from Covered Entity, or
created or received by Business Associate on behalf of Covered Entity in compliance with HIPAA; in
compliance with regulations promulgated pursuant to HIPAA, at 45 CFR Parts 160 and Part 164; and in
compliance with applicable provisions of the Health Information Technology for Economic and Clinical
Health Act, as incorporated in the American Recovery and Reinvestment Act of 2009 (the “HITECH Act™)
and any applicable regulations and/or guidance issued by the U.S. Department of Health and Human
Services (“DHHS”) with respect to the HITECH Act (collectively “federal law™); and

WHEREAS, federal law and the specific regulations promulgated pursuant to HIPAA at 45 CFR §
164.314, 45 CFR § 164-502(e) and 45 CFR § 164.504(¢e) require Covered Entity to enter into written

agreements with all Business Associates (hereinafter “Business Associate Agreement”); and

WHEREAS, the parties desire to comply with federal law and desire to secure and protect PHI
from unauthorized disclosure;

THEREFORE, Business Associate and Covered Entity, intending to be legally bound, agree as
follows. The obligations, responsibilities and definitions may be changed from time to time as determined
by federal law and such changes are incorporated herein as if set forth in full text:

1) Definitions

The capitalized terms used in this Business Associate Agreement shall have the same meaning as
those terms are defined by federal law.

2) Obligations and Activities of Business Associate

a) Business Associate acknowledges and agrees that it is obligated by law (or upon the effective date
of any portion thereof shall be obligated) to meet the applicable provisions of HIPAA and such
provisions are incorporated herein and made a part of this Business Associate Agreement.
Covered Entity and Business Associate agree that any regulations and/or guidance issued by DHHS
with respect to HIPAA that relate to the obligations of business associates shall be deemed
incorporated into and made a part of this Business Associate Agreement.
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b) In accordance with 45 CFR §164.502(a)(3), Business Associate agrees not to use or disclose PHI
other than as permitted or required by this Business Associate Agreement or as Required by Law.

¢) In accordance with 45 CFR §§164.306, 310 and 312, Business Associate agrees to develop,
implement, maintain and use appropriate administrative, technical, and physical safeguards that
reasonably prevent the use or disclosure of PHI other than as provided for by this Business
Associate Agreement. Business Associate agrees to develop, implement, maintain and use
administrative, physical, and technical safeguards that reasonably and appropriately protect the
confidentiality, integrity, and availability of Electronic PHI, in accordance with 45 CFR §§164.306,
308, 310, and 312. In accordance with 45 CFR §164.316, Business Associate shall also develop
and implement policies and procedures and meet the documentation requirements as and at such
time as may be required by federal law.

d) Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known
to Business Associate, of a use or disclosure of PHI by Business Associate in violation of the
requirements of this Business Associate Agreement.

e) In accordance with 45 CFR §§164.308, 314 and 502, Business Associate will ensure that any
workforce member or agent, including a vendor or subcontractor, whom Business Associate
engages to create, receive, maintain, or transmit PHI on Business Associates’ behalf agrees to the
restrictions and conditions at least as stringent as those that apply through this Business Associate
Agreement to Business Associate with respect to such information, including minimum necessary
limitations. Business Associate will ensure that any workforce member or agent, including a
vendor or subcontractor, whom Business Associate engages to create, receive, maintain, or transmit
PHI on Business Associate’s behalf, agrees to implement reasonable and appropriate safeguards to
ensure the confidentiality, integrity, and availability of the PHI.

f) At the request of Covered Entity, Business Associate will provide Covered Entity (or as directed
by Covered Entity, an Individual) access to PHI maintained in a Designated Record Set in a time
and manner that is sufficient to meet the requirements of 45 CFR § 164.524, and, where required
by HIPAA, shall make such information available in an electronic format where directed by the
Covered Entity.

g) Atthe written request of Covered Entity, (or if so directed by Covered Entity, at the written request
of an Individual), Business Associate agrees to make any amendment to PHI in a Designated
Record Set, in a time and manner that is sufficient to meet the requirements of 45 CFR § 164.526.

h) In accordance with 45 CFR §164.504(e)(2), Business Associate agrees to make its internal
practices, books, and records, including policies and procedures, and any PHI, relating to the use
and disclosure of PHI, available to the Secretary of Human and Health Services or the Secretary’s
designated representative in its internal practices for purposes of determining compliance with
applicable law.  Business Associate will provide such access in a time and manner that is
sufficient to meet any applicable requirements of applicable law.

i) Business Associate agrees to document and maintain a record of disclosures of PHI and information
related to such disclosures, including the date, recipient and purpose of such disclosures, in a
manner that is sufficient for Covered Entity or Business Associate to respond to a request by
Covered Entity or an Individual for an Accounting of disclosures of PHI and in accordance with
45 CFR § 164.528. Business Associate further shall provide any additional information where
required by federal law. Unless otherwise provided under HIPAA, Business Associate will
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maintain the Accounting with respect to each disclosure for at least six years following the date of
the disclosure.

j) Business Associate agrees to provide to Covered Entity upon written request (or, as directed by
Covered Entity, to an Individual) an Accounting of disclosures in a time and manner that is
sufficient to meet the requirements of HIPAA, in accordance with 45 CFR §164.528. In addition,
where Business Associate is contacted directly by an Individual based upon information provided
to the Individual by Covered Entity and where so required by federal law, Business Associate shall
make such Accounting available directly to the Individual.

k) In accordance with 45 CFR §164.502(b), Business Associate agrees to make reasonable efforts to
limit use, disclosure, and/or requests for PHI to the minimum necessary to accomplish the intended
purpose of the use, disclosure, or request. Where required by HIPAA, Business Associate shall
determine (in its reasonable judgment) what constitutes the minimum necessary to accomplish the
intended purpose of a disclosure.

1) In accordance with 45 CFR §502(a)(5), Business Associate shall not directly or indirectly receive
Remuneration in exchange for any PHI of an Individual, except as permitted by applicable law.

m) To the extent Business Associate is to carry out one or more of the Covered Entity’s obligation(s)
under Subpart E of 45 CFR Part 164, Business Associate shall comply with the requirements of
Subpart E that apply to the Covered Entity in the performance of such obligation(s).

n) In accordance with 45 CFR §164.314(a)(1)(1)(C), Business Associate agrees to promptly report to
Covered Entity any Security Incident of which Business Associate becomes aware. The parties
acknowledge and agree, however, that this subsection constitutes notice of the ongoing existence
and occurrence of attempted but unsuccessful security incidents for which no further notice shall
be required. Such unsuccessful security incidents shall include, but are not limited to, pings and
other broadcast attacks on Business Associate’s firewall, port scans, unsuccessful log-on attempts,
denials of service, and any combination of the above, so long as no such incident results in
unauthorized access, use, or disclosure of Covered Entity’s PHI.

0) In accordance with 45 CFR §164.410 and the provisions of this Business Associate Agreement,
Business Associate will report to Covered Entity, following Discovery and without unreasonable
delay, but in no event later than five (5) business days following Discovery, any Breach of
Unsecured Protected Health Information. Business Associate shall cooperate with Covered Entity
in investigating the Breach and in meeting Covered Entity’s obligations under HIPAA and any
other applicable security breach notification laws, including but not limited to providing Covered
Entity with such information in addition to Business Associate’s report as Covered Entity may
reasonably request, e.g., for purposes of Covered Entity making an assessment as to whether/what
Breach Notification is required.

Business Associate’s report under this subsection shall, to the extent available at the time the initial
report is required, or as promptly thereafter as such information becomes available but no later than
30 days from discovery, include:
1. The identification (if known) of each Individual whose Unsecured Protected Health
Information has been, or is reasonably believed by Business Associate to have been,

accessed, acquired, or disclosed during such Breach;

2. A description of the nature of the unauthorized acquisition, access, use, or disclosure,
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including the date of the Breach and the date of discovery of the Breach;

3. A description of the type of Unsecured PHI acquired, accessed, used or disclosed in
the Breach (e.g., full name, Social Security number, date of birth, etc.);

4. The identity of the individual(s) who made and who received the unauthorized
acquisition, access, use or disclosure;

5. A description of what Business Associate is doing to investigate the Breach, to mitigate
losses, and to protect against any further breaches; and

6. Contact information for Business Associate’s representatives knowledgeable about the
Breach.

p)  Business Associate shall maintain for a period of six (6) years all information required to be
reported under paragraph "o". This records retention requirement does not in any manner
change the obligation to timely disclose all required information relating to a non-permitted
acquisition, access, use or disclosure of Protected Health Information to Covered Entity five (5)
business days following Discovery.

3) Permitted Uses and Disclosures by Business Associate

Except as otherwise limited in this Business Associate Agreement, Business Associate may use or
disclose PHI, consistent with federal law, as follows:

a) Business Associate may use or disclose PHI as necessary to perform functions, activities, or
services to or on behalf of Covered Entity under any service agreement(s) with Covered Entity,
including Data Aggregation services related to the health care operations of Covered Entity, if
called for in the Underlying Agreement, if Business Associate’s use or disclosure of PHI would not
violate HIPAA if done by Covered Entity.

b) Business Associate may use PHI for the proper management and administration of Business
Associate or to carry out the legal responsibilities of Business Associate.

c) Business Associate may disclose PHI for the proper management and administration of Business
Associate if:

1. Disclosure is Required By Law;

2. Business Associate obtains reasonable assurances from the person to whom the PHI is
disclosed that the PHI will remain confidential, and will be used or further disclosed only
as Required By Law or for the purpose for which it was disclosed, and the person agrees
to promptly notify Business Associate of any known breaches of the PHI’s confidentiality;
or

3. Disclosure is pursuant to an order of a Court or Agency having jurisdiction over said
information.

d) Business Associate may use PHI to report violations of law to appropriate federal and state
authorities, consistent with 45 CFR § 164.502(j)(1).
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4) Obligations of Covered Entity

a) Covered Entity will notify Business Associate of any limitations on uses or disclosures described
in its notice of privacy practices (NOPP).

b) Covered Entity will notify Business Associate of any changes in, or revocation of, permission by
an Individual to use or disclose PHI, to the extent that such changes or revocation may affect
Business Associate's use or disclosure of PHI.

¢) Covered Entity will notify Business Associate of any restriction of the use or disclosure of PHI, to
the extent that such restriction may affect Business Associate’s use or disclosure of PHI.

d) Covered Entity will notify Business Associate of any alternative means or locations for receipt of
communications by an Individual which must be accommodated or permitted by Covered Entity,
to the extent that such alternative means or locations may affect Business Associate’s use or
disclosure of PHI.

e) Except as otherwise provided in this Business Associate Agreement, Covered Entity will not ask
Business Associate to use or disclose PHI in any manner that would not be permissible under

federal law if such use and/or disclosure was made by Covered Entity.

5) Term, Termination and Breach

a) This Business Associate Agreement is effective when fully executed and will terminate when all
of the PHI provided by Covered Entity to Business Associate, or created or received by Business
Associate on behalf of Covered Entity, is destroyed or returned to Covered Entity, including any
material provided to subcontractors. If it is not feasible to return or destroy all PHI, protections are
extended to such information, in accordance with the Section 5(d) and 5(e) below.

b) Upon Covered Entity’s determination that Business Associate has committed a violation or material
breach of this Business Associate Agreement, and in Covered Entity's sole discretion, Covered
Entity may take any one or more of the following steps:

1. Provide Business Associate with 30 days written notice and an opportunity to cure the
breach or end the violation upon mutually agreed terms or;,

2. Immediately terminate this Business Associate Agreement if Business Associate has
committed a material breach of this Business Associate Agreement and cure of the material breach
1s not feasible; or,

3. If neither termination nor cure is feasible, elect to continue this Business Associate
Agreement and report the violation or material breach to the Secretary.

c) If Business Associate believes Covered Entity has failed to fulfill any of its duties under this
Business Associate Agreement, Business Associate will promptly notify Covered Entity as to same
and Covered Entity shall promptly address the matter with Business Associate.

d) Except as provided in Section 5(e) within 30 days after expiration or termination of this Business
Associate Agreement for any reason, Business Associate will return or destroy, at the discretion of
Covered Entity, all PHI received from Covered Entity or created or received by Business Associate
on behalf of Covered Entity. This provision will also apply to PHI that is in the possession of
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Workforce Members, subcontractors, or agents of Business Associate. Neither Business
Associate, nor any Workforce Member, subcontractor, or agent of Business Associate, will retain
copies of the PHI.

e) If Business Associate determines that returning or destroying all or part of the PHI received or
created by and/or on behalf of Covered Entity is not feasible, Business Associate will notify
Covered Entity of the circumstances making return or destruction infeasible. If Covered Entity
agrees that return or destruction is infeasible, then Business Associate will extend the protections
of this Business Associate Agreement to such PHI and limit further uses and disclosures of such
PHI to those purposes that make the return or destruction infeasible, for so long as Business
Associate maintains such PHI. Business Associate further agrees to retain the minimum necessary
PHI to accomplish those tasks/responsibilities which make return and/or destruction infeasible.

6) Miscellaneous

a) Covered Entity and Business Associate agree to take any action necessary to amend this Business
Associate Agreement from time to time as may be necessary for Covered Entity or Business
Associate to comply with the requirements of federal law. Amendments shall be written and signed
by authorized representatives of both parties.

b) Notwithstanding the expiration or termination of this Business Associate Agreement or any
Underlying Agreement, it is acknowledged and agreed that those rights and obligations of Business
Associate which by their nature are intended to survive such expiration or termination shall survive,
including but not limited to Sections 5(d) and 5(e) herein.

c) In the event the terms of this Business Associate Agreement conflict with the terms of any other
agreement between Covered Entity and Business Associate or the Underlying Agreement, then the
terms of this Business Associate Agreement shall control.

d) Notices and requests provided for under this Business Associate Agreement will be made in writing to
Covered Entity, delivered by hand-delivery, overnight mail or first class mail, postage prepaid at:

County of Chesterfield, Virginia
Procurement Department

9901 Lori Road, Room 303
P.O. Box 51

Chesterfield, VA 23832

Notice and requests provided for under this Business Associate Agreement will be made in writing
in the manner described above to Business Associate at:

Boostlingo LLC
98 San Jacinto Blvd

Suite 400
Austin, TX 78701

e) Covered Entity will have the right to inspect any records of Business Associate or to audit Business
Associate to determine whether Business Associate is in compliance with the terms of this Business
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Associate Agreement. However, this provision does not create any obligation on the part of
Covered Entity to conduct any inspection or audit.

f) Nothing in this Business Associate Agreement shall be construed to create a partnership, joint
venture, or other joint business relationship between the parties or any of their affiliates, or a
relationship of employer and employee between the parties. Rather, it is the intention of the parties
that Business Associate shall be an independent contractor.

g) Nothing in this Business Associate Agreement provides or is intended to provide any benefit to any
third party.

h) Each party to this Agreement agrees to be responsible for the liabilities arising out of their own
conduct and the conduct of their officers, employees and agents.

i) Any ambiguity in this Business Associate Agreement shall be resolved to permit the parties to
comply with federal law. The sections, paragraphs, sentences, clauses and phrases of this Business
Associate Agreement are severable. If any phrase, clause, sentence, paragraph or section of this
Business Associate Agreement is declared invalid by a court of competent jurisdiction, such
invalidity shall not affect any of the remaining phrases, clauses, sentences and sections of this
Business Associate Agreement.

j) A waiver with respect to one event shall not be construed as continuing, or as a bar to or waiver of
any other right or remedy as to any subsequent events.

k) Neither party may assign any of its rights or obligations under this Business Associate Agreement
without the prior written consent of the other party. Except that either part may assign without
consent to an Affiliate or in connection with any merger, consolidation, sale of all or substantially
all of such assigning party’s assets, or any other similar transaction.

1) This Business Associate Agreement and the rights and obligations of the parties hereunder shall be
construed, interpreted, and enforced with, and shall be governed by, the laws of the Commonwealth
of Virginia and the United States of America.

m) This Business Associate Agreement shall remain in effect for the duration of the Underlying
Agreement between the parties, any renewals, extension or continuations thereof, and until such
time as all PHI in the possession or control of the Business Associate has been returned to the
Covered Entity and/or destroyed. If such return or destruction is not feasible, the Business
Associate shall use such PHI only for such limited purposes that make such return or destruction
not feasible and the provision of this Business Associate Agreement shall survive with respect to
such PHI.

n) The Business Associate shall be deemed to be in violation of this Business Associate Agreement if
it knew of, or with the exercise of reasonable diligence or oversight should have known of, a pattern
of activity or practice of any subcontractor, subsidiary, affiliate, agent or Workforce Member that
constitutes a material violation of that entity's obligations in regard to PHI unless the Business
Associate took prompt and reasonable steps to cure the breach or end the violation, as applicable,
and if such steps were unsuccessful, terminated the contract or arrangement with such entity, if
feasible.

0) Upon the enactment of any law or regulation affecting the use or disclosure of PHI, or any change
in applicable federal law including revisions to HIPAA; upon publication of any decision of a court
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of the United States or of the Commonwealth of Virginia, relating to PHI or applicable federal law;
upon the publication of any interpretive policy or opinion of any governmental agency charged
with the enforcement of PHI disclosures or applicable federal law, Covered Entity reserves the
right, upon prompt written notice to the Business Associate, to amend this Business Associate
Agreement as Covered Entity determines is necessary to comply with such change, law or
regulation. In Covered Entity’s discretion, the failure to enter into an amendment shall be deemed
to be a default and good cause for termination of the Underlying Agreement.

p) Covered Entity makes no warranty or representation that compliance by the Business Associate
with this Business Associate Agreement or federal law will be adequate or satisfactory for the
Business Associate’s own purposes or to ensure its compliance with the above. The Business
Associate is solely responsible for all decisions made by it, its Workforce Members, agents,
employees, subsidiaries and subcontractors regarding the safeguarding of PHI and compliance with
federal law.

q) The Business Associate agrees that its Workforce Members, agents, employees, subsidiaries and
subcontractors shall be bound by the confidentiality requirements herein and the provisions of this
Business Associate Agreement shall be incorporated into any training or contracts with the same.

r) This Business Associate Agreement may be executed in one or more counterparts, each of which
shall be deemed an original, but all of which together shall constitute one and the same document.

s) This Business Associate Agreement shall replace and supersede any prior Business Associate
Agreement entered between the parties.

IN WITNESS WHEREOF, each party hereto has executed this Business Associate Agreement in duplicate
originals on the date below written:

County of Chesterfield, Virginia: Boostlingo LL.C:
By: %\__/ By: @\/7\/ ;J\,
(Signature) (Signature)
Name: Stephanie S. Brown Name: Bryan Forrester
Title: i Title:
Procurement Director CEO
Date: 5/1/2025 Date: 04 / 24 ] 2025

Approved as to Form:

approved via email 04/29/25

Senior Assistant County Attorney
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